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Abstract

Brain-computer interfaces (BCIs) are widely used in medical scenarios to treat neurological conditions, such as Parkinson’s
disease or epilepsy, when a pharmacological approach is ineffective. Despite their advantages, these BCIs target relatively
large areas of the brain, causing side effects. In this context, projects such as Neuralink aim to stimulate and inhibit neural
activity with single-neuron resolution, expand their usage to other sectors, and thus democratize access to neurotechnology.
However, these initiatives present vulnerabilities in their designs that cyberattackers can exploit to cause brain damage.
Specifically, the literature has documented the applicability of neural cyberattacks, threats capable of stimulating or
inhibiting individual neurons to alter spontaneous neural activity. However, these works were limited by a lack of realistic
neuronal topologies to test the cyberattacks. Surpassed this limitation, this work considers a realistic neuronal represen-
tation of the primary visual cortex of mice to evaluate the impact of neural cyberattacks more realistically. For that, this
publication evaluates two existing cyberattacks, Neuronal Flooding and Neuronal Jamming, assessing the impact that
different voltages on a particular set of neurons and the number of neurons simultaneously under attack have on the amount
of neural activity produced. As a result, both cyberattacks increased the number of neural activations, propagating their
impact for approximately 600 ms, where the activity converged into spontaneous behavior. These results align with current
evidence about the brain, highlighting that neurons will tend to their baseline behavior after the attack.
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1 Introduction

Brain-computer interfaces (BClIs) are bidirectional systems
able to interact with the brain, allowing the acquisition of
neurological data and the stimulation of neurons. BCIs can
be classified according to their level of invasiveness in
invasive and non-invasive, depending if they require sur-
gery to implant electrodes in the brain or use electrodes
over the scalp respectively. The origin of these interfaces
dates from the 1970 decade and from then, their use has
mainly focused on medical scenarios, being employed for
medical diagnosis and neurostimulation. The first one is
useful for identifying a large variety of neurological con-
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ditions, such as epilepsy [1] or sleep disorders [2], being
neuroimaging techniques essential to identify brain
anomalies like tumors. Regarding neurostimulation, they
are used to treat diseases for which a pharmacology-based
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approach is not effective, highlighting disorders such as
Parkinson’s disease or obsessive-compulsive disorder [3].

BCIs have gained popularity in the last few years,
increasing their usage in other economic sectors such as
entertainment. This situation is determined by reducing the
cost and size of non-invasive technologies, being more
accessible to the general public. Invasive BCIs are also
undergoing a technological revolution, reducing the size of
the implanted electrodes and, therefore, the risk to patient’s
safety during the process. In this context, companies such
as Neuralink are researching the creation of systems able to
read and stimulate the brain with a resolution of individual
neurons, aiming to democratize neurotechnology and bring
it closer to final users [4].

Despite the advantages introduced by BCIs, they present
different security problems. The literature has documented
the possibility of attacks against these interfaces, affecting
the integrity and availability of data and services, and the
access to sensitive data, damaging information confiden-
tiality [5]. Nevertheless, the most alarming risk lies in
users’ safety since attackers could take control of neu-
rostimulation devices to overstimulate the neurons or pre-
vent their stimulation, performing a denial of service attack
over the device. In this context, the literature has defined
the concept of neural cyberattacks, which can take
advantage of vulnerabilities of next-generation neurostim-
ulation systems to alter spontaneous neural activity, either
by performing stimulation or inhibition actions.

However, these works present the limitation of evalu-
ating the impact of these cyberattacks in non-realistic
neuronal topologies based on a first approximation to the
complexity of the brain using a CNN to translate the
trained model into a neuronal topology [6—8]. Although the
results and conclusions from these works were a first
attempt to measure the impact of neural cyberattacks, they
lack the necessary realism to fully understand the impact
on real neural tissue in terms of neuronal activation.

Intending to improving the previous challenges, the
present publication explores the implementation of neural
cyberattacks in realistic neuronal models, allowed by
recent advances in neuroscience and the availability of
realistic neuronal topologies. Based on that, this work
presents the following main contributions:

e The implementation of two existing neural cyberat-
tacks, Neuronal Flooding (FLO) and Neuronal Jamming
(JAM), in a realistic neuronal simulation. The scenario
consists in a simulation of a realistic reconstruction of
the primary visual cortex of mice, simplified to 450
neurons, based on a point-neuron network from
Arkhipov et al. [9]. This simple topology serves as a
first approximation to measure the impact of neural
cyberattacks on realistic neurons, both in terms of their
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connections and inner dynamics, accurately simulating
the behavior of the mammalian visual cortex. Thus, the
present work advances the literature by testing neural
cyberattacks on a simplified but realistic neuronal
topology for the first time. It represents a new step to
evaluate them in human full-scale brain reconstructions
in the future.

e The study of the impact caused by these cyberattacks on
individual neuronal activity, using the number of spikes
as an impact metric, which indicates the number of
activations (action potentials or spikes) per neuron. For
this purpose, this work defines two different experi-
ments for FLO. The former examined the impact of
different voltages over a specific number of neurons,
while the latter evaluated the impact of different
numbers of neurons attacked simultaneously. The
experimentation of JAM only considered the impact
of the number of neurons simultaneously under attack
due to its inner behavior.

e The evaluation of the results obtained from different
cyberattack configurations. This publication shows that
FLO and JAM cyberattacks can increase the number of
spikes of the affected neurons, maintaining their impact
for 500600 ms after the end of the attack, then
converging with spontaneous neural activity. This work
also compares between previous work focused on
experimental neuronal topologies and the findings
provided by this work on realistic models.

This article is organized as follows. Section 2 documents
the state of the art of cybersecurity in BCI and the literature
focused on realistic neuronal models. Section 3 highlights
concerns related to neurostimulation systems, specifically
those with single-neuron resolution, and the risks of neural
cyberattacks. After that, Sect. 4 shows the design and
implementation of neural cyberattacks on a realistic neu-
ronal topology, presenting the results obtained and a
comparison with the existing literature. Finally, Sect. 5
describes conclusions and future work.

2 Related work

This section first presents the state of the art of cyberse-
curity in the field of BCI. After that, it details the most
relevant and recent models focused on reconstructing
neuronal networks in a specific brain region.

2.1 Cybersecurity of BCls
The literature focused on the cybersecurity of BCIs has

gained popularity in recent years, where Lopez Bernal et al.
[10] analyzed the cybersecurity aspects of each phase of
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the BCI life cycle and the most common architectural
designs. The authors documented that the field of BCI
offers tremendous opportunities for cybersecurity research,
highlighting a reduced number of works in this domain. In
a more specific way, and focusing on confidentiality, the
most widely studied dimension, Martinovic et al. [11]
demonstrated the impact that the presentation of malicious
visual stimuli could have on users, being capable of
obtaining sensitive information from brain waves obtained
as a response to the stimulus, such as bank data, residence
area, emotions, religious beliefs, or sexual orientation.
Frank et al. [12] and Quiles Pérez et al. [13] followed a
similar approach, studying the duration of the stimuli
presented, aiming to ensure that the subjects were not
aware of the attack, thus studying the subliminal threshold
and demonstrating the effectiveness of stimuli almost
invisible to the human eye.

Takabi et al. [18] studied the most common BCI
applications, identifying that most of this software can
access brain data without restrictions, affecting the confi-
dentiality of its users’ sensitive data. Finally, Bonaci et al.
[14] presented the concept of BCI Anonymizer as a layer
added to these devices, able to anonymize the signals
transmitted from the BCI to external systems, guaranteeing
the confidentially of information against BCI applications
offering unlimited access to neural data. Focusing on data
integrity, Li et al. [5] documented the possibility of gath-
ering the brain waves for later impersonating a subject’s
legitimate signals. However, cyberattacks could also affect
brain data, as Martinez Beltran et al. [22] documented,
which demonstrated the possibility of introducing noise
into brain signals to confuse the classifiers while identify-
ing relevant aspects of these signals. Furthermore, Ienca
et al. [19] and Li et al. [5] highlighted that an attacker could
aim to disrupt the acquisition process by using different
attack vectors, affecting service availability. Finally, Lan-
dau et al. [21] indicated that the alteration of the results of
diagnostic tests based on BCI could impact patients’ safety,
inducing the application of incorrect or unnecessary
treatments.

Concerning neurostimulation, the literature has identi-
fied the risk of maliciously using these technologies, where
an attacker could damage users’ brains irreparably, high-
lighting that these attacks do not need to be too complex to
generate a considerable impact [16]. In the field of
Implantable Medical Devices (IMD), works such as
Pycroft et al. [17] indicate that overstimulation actions
could cause damage to cerebral tissue, rebound effect, or
denial of stimulation, altering the legitimate neurostimu-
lation treatment. Marin et al. [20] highlighted that attacks
over the neurostimulation process could affect speech or
movement, causing brain damage that could even impact
patients’ life. Moreover, Camara et al. [15] documented

attacks focused on draining the battery of stimulation
systems, affecting the availability of the system. They also
proposed countermeasures to avoid attacks, such as using
external authorization systems or anomaly detection
techniques.

Lopez Bernal et al. [7] identified vulnerabilities in the
design of new-generation neurostimulation systems (e.g.,
Neuralink [4]), which intend to offer neurostimulation and
inhibition actions with single-neuron resolution. Moreover,
this work introduced the concept of neural cyberattacks as
attacks that exploit the previously indicated vulnerabilities
to disrupt neural activity. Finally, this work implemented
two neural cyberattacks, Neuronal Flooding (FLO) and
Neuronal Scanning (SCA), focused on overstimulating the
neurons the attack targets differently. After that, these
authors presented in [6] Neuronal Jamming (JAM) as a
novel cyberattack capable of inducing neuronal inhibition
maliciously. Finally, Lopez Bernal et al. [8] presented a
taxonomy of eight neural cyberattacks (including the pre-
vious three) with different behaviors. They studied the
impact of these cyberattacks on neural activity using a
neuronal simulation based on the model obtained from
training a CNN due to limitations in the existing neuronal
models at that moment.

Table 1 summarizes the works previously highlighted,
comparing their focus (neural data acquisition or neu-
rostimulation), the dimension that existing threats can
affect (confidentiality, integrity, availability, or safety), and
a brief description of these threats.

2.2 Realistic neuronal models

Although there is a large number of models representing
the reconstruction of neural networks, most of them lack
the required realism. This section presents a summary of
the most relevant neuronal models existing in the literature.

The model proposed by Chadderdon et al. [23] was
developed as a computational proposal based on studies
focused on mapping the cerebral activity of the primary
motor cortex (M1) in mice, including excitatory and inhi-
bitory neurons. After conducting two types of analysis, one
static and one dynamic, the results showed that static brain
maps could be related to the mapping of cerebral activity.
Ferguson et al. [24] provided a better understanding of the
mammalian brain by creating a model focused on excita-
tory neurons in the CAl region of the hippocampus with
theta frequency bursts (electromagnetic oscillations in the
human brain associated with the early stages of sleep)
between 3—-12 Hz. They concluded that cellular adaptation
in pyramidal cells could be an important aspect of the
hippocampus as a starting point for including inhibitory
cells in future models.
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Table 1 Summary of the state
of the art of cybersecurity in
BCI

Reference Approach Impact Threat
Martinovic et al. [11] Acquisition Confidentiality Malicious visual
stimuli
Bonaci et al. [14] Acquisition Confidentiality Unrestricted
applications
Camara et al. [15] Stimulation Safety Brain damage
Li et al. [5] Acquisition Integrity Forge legitimate signals
availability Stop the BCI
Ienca et al. [16] Stimulation Safety Brain damage
Pycroft et al. [17] Stimulation Safety Brain damage
Takabi et al. [18] Acquisition Confidentiality Unrestricted
applications

Frank et al. [12]

Ienca et al. [19]
Marin et al. [20]
Landau et al. [21]

Lopez Bernal
et al. [7]
Quiles Pérez

Acquisition

Confidentiality

Malicious visual

stimuli
Acquisition Availability Stop the BCI
Stimulation Safety Brain damage
Acquisition Safety Disrupt diagnostic
tests
Stimulation Safety Neuronal
overstimulation

Acquisition

Confidentiality

Malicious visual

et al. [13]
Lopez Bernal

et al. [6]
Martinez Beltran
et al. [22]
Lépez Bernal

et al. [8]

stimuli
Stimulation Safety Neuronal
inhibition
Acquisition Integrity Disrupt brain waves
availability confuse classifiers
Stimulation Safety Taxonomy of

neural cyberattacks

After this work, the study of Markram et al. [25] doc-
umented a first approximation of the digital reconstruction
of a neocortical microcircuit based on the somatosensory
cortex of rats, using both excitatory and inhibitory neurons.
The authors used cellular and synaptic organizing princi-
ples to reconstruct the anatomy and physiology of the
neurons algorithmically. The simulation recreated a series
of results that allowed further investigation of the under-
lying cellular and synaptic mechanisms, also providing
experiments that were not possible either in vitro or
in vivo. Bezaire et al. [26] recreated a full-size CA1 area of
the hippocampus from rodents based on the integration of
supercomputing data and data obtained after studying
interneurons during theta oscillations. This work revealed
new knowledge about the organization of the CAl area
during this kind of oscillation.

Arkhipov et al. [9] proposed a realistic reconstruction of
the fourth layer (L4) of the primary visual cortex (V1) from
mice, exploring the neuronal behavior of this cortical layer
on 45,000 neurons, containing excitatory and inhibitory
cells. In particular, this publication studied five different
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morpho-electrical neuronal models, providing realism to
the simulation by including thalamocortical stimuli, rep-
resenting different categories of realistic visual stimuli.
Moreover, these authors provide a lightweight topology of
450 neurons to allow simplified experimentation and
analysis of their behavior. These simulations can be per-
formed using either NEURON or NEST simulations, where
the first allows obtaining a biophysically realistic behavior.
At the same time, the latter offers an approximation to their
real behavior but maintains low computational resources.
After that, Bittner et al. [27] analyzed the activity of the
neurons according to whether they are excitatory or inhi-
bitory, applying factorial analysis to their spontaneous
activity. The authors demonstrated the importance of
studying the type of neuron, allowing more robust statis-
tics. Crone et al. [29] evaluated the computational perfor-
mance of GENESIS and PGENESIS neural simulators for
large-scale simulations. The authors focused on high-fi-
delity neuronal models representing 50-74 compartments
per neuron instead of LIF neurons. They subsequently
analyzed the simulation performance and scalability using
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a modified version of PGENESIS and a thalamocortical
network model.

Billeh et al. [30] created a biological model of V1 from
mice, offering a reconstruction of a complete microcircuit,
representing both excitatory and inhibitory neurons in a
close way to the behavior of the neurons in the brain. In
particular, this reconstruction offers a topology of around
230,000 neurons, containing models with differentiated
behaviors according to the morpho-electrical characteris-
tics of each neuronal group and the cortex layer in which
they have been detected. This work offers two levels of
granularity, using the first alternative biophysically detailed
neurons. In contrast, in the second, they employed Gated
Leaky Integrate-and-Fire (GLIF) neurons following a
point-neuron approach. Regarding neural simulations, the
biophysical model uses NEST for low-level simulation,
while the second alternative uses NEST.

Table 2 summarizes the models used by the previous
publications, comparing the simulators used, the neuronal
model in which they focus, and the region of the brain they
study. Based on them, the present publication selected the
model of Arkhipov et al. for testing neural cyberattacks,
presenting more details in Sect. 4.1.

3 Concerns of invasive BCls and neural
cyberattacks

This section presents the problems existing in the designs
of prospecting neurostimulation systems, highlighting the
feasibility of performing neural cyberattacks to affect
users’ safety. Moreover, this section describes the limita-
tions existing in the literature regarding these cyberattacks,
being an opportunity to advance the state of the art.
Invasive neurostimulation techniques are widely used in
the medical sector. One of these technologies is Deep Brain

Table 2 Neuronal models studied from the literature

Stimulation (DBS), which consists in placing electrodes on
targeted areas affected by a neurological condition, such as
Parkinson’s disease, reducing the effects caused by these
neurological alterations [31]. Responsive Neurostimulation
(RNS) is also an essential technology used nowadays,
which consists in a closed-loop neurostimulation system
able to record neural activity to predict abnormal behavior.
Once it is detected, the implanted device automatically
stimulates the brain to stop de seizure. This technology is
widely used in epilepsy when a drug-based treatment is
ineffective [32]. Despite their advantages, these technolo-
gies cover relatively large areas of the brain. To improve
the spatial resolution of these interfaces, new-generation
neurostimulation BCIs aim to miniaturize the size of the
electrodes used to the nanoscale, being able to cover
individual neurons, thus reducing the side effects of
affecting wide cerebral areas. Examples of prototypes of
these novel BCIs are Neuralink [4], Synchron [33], and
wireless optogenetic nanonetworks based on neural dust
[34].

However, some of these recent alternatives present
vulnerabilities in their designs that cyberattackers could
exploit [7]. In particular, the literature has detected issues
in the architecture of Neuralink and optogenetic nanonet-
works, highlighting vulnerabilities in using smartphones to
control neurostimulation devices, which are relatively easy
to attack, being malware a common example. Moreover,
the communication between the smartphone and the BCI
device i1s not robust. In Neuralink, the communication is
based on Bluetooth, which has many known vulnerabilities,
while optogenetic nanonetworks do not implement pro-
tection mechanisms. Based on that, an attacker could take
control of the BCI to perform malicious actions, such as
stimulating or inhibiting neural activity.

As briefly documented in Sect. 2, the literature has
addressed the concept of neural cyberattacks as

Reference Simulator Neuronal model Brain region

Chadderdon et al. [23] NEURON Personalized Motor cortex M1 (excitatory and inhibitory)
Ferguson et al. [24] Brian Abstract Izhikevich Hippocampus CAl (excitatory)

Markram et al. [25] N/A Personalized Somatosensory cortex

Bezaire et al. [26] NEURON Personalized Hippocampus CA1

Bittner et al. [27] Julia

Schmidt et al. [28] NEST Abstract leaky integrate-and-fire
Arkhipov et al. [9] NEURON, NEST Personalized
Crone et al. [29] PGENESIS, Personalized

GENESIS

Billeh et al. [30] NEURON, NEST Personalized

Abstract leaky integrate-and-fire

Not specified
Visual cortex
L4 of the visual cortex V1 (excitatory and inhibitory)

Neocortex (excitatory and inhibitory)

Microcircuit from visual cortex V1 (excitatory and inhibitory)

@ Springer
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mechanisms to alter neural activity. As an introduction,
Fig. 1 represents how an attacker could execute neural
cyberattacks by exploiting vulnerabilities existing in new-
generation neural implants. That way, these cyberattacks
impact the brain by applying stimulation or inhibition,
causing an alteration of neural activity.

Although the works published to date are promising,
they have certain limitations that must be considered.
When conducting the investigation described in previous
articles, there was a lack of realistic neuronal topologies to
experiment with. In this way, these works opted to build a
topology as realistic as possible while keeping in mind
certain assumptions and approximations of reality. In par-
ticular, these works trained a CNN to solve the particular
problem of a mouse that must exit a determined maze,
based on similarities between the architecture and func-
tioning of CNNs with the visual cortex in mammalians.
The resulting model from the training process was trans-
lated to a neuronal simulation in the Brian2 simulator,
using the Izhikevich neuronal model and keeping the same
distribution of nodes and weights between nodes.

Moreover, these works only considered the behavior of
excitatory neurons, not including the dynamics of neurons
capable of inhibiting the ability of other neurons to spike, a
situation that occurs in the brain naturally. Finally, the
visual stimuli considered as input to study the neuronal
activity were a simplification of the vision process. Based
on the above, there is a lack in the literature for works
implementing and evaluating neural cyberattacks on real-
istic neuronal conditions.

External transceiver
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Fig. 1 Attacker executing the proposed neural cyberattacks able to
exploit vulnerabilities in BCI systems of neural neuromodulation and
generate particular impacts in BCIs
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The presence of vulnerabilities is not exclusive to the
neurostimulation field, being common in IMD sectors.
Despite these limitations, companies manufacturing IMDs
focus most efforts on developing the functionality of the
devices, not taking into consideration the criticality of
implanting robust security mechanisms [35]. In conclusion,
many studies have identified vulnerabilities in a wide range
of IMDs that cyberattackers could exploit to affect users’
safety [36, 37]. Nevertheless, several standards and
guidelines aim to help improve IMD security [35]. First,
the NIST Cybersecurity Framework contains recommen-
dations to mitigate the risks in any organization, providing
a comprehensive set of actions to respond to attacks [38].
Furthermore, the FDA published a series of premarket and
postmarket recommendations to manage the security of
medical devices [39—41]. Finally, several standards are also
applicable to the security of IMDs. UNE-EN ISO
14971:2020 documents how to manage the risks associated
with medical devices [42]. At the same time, UL 2900 is a
cybersecurity standard for products connected to the net-
work, also accepted by the FDL for their use in medical
devices and software [43].

4 Neural cyberattacks over realistic
topologies

This section presents the initial work toward applying
neural cyberattacks over realistic neuronal topologies to
analyze the impact these threats can have on the brain.
First, it describes the scenario used to validate neural
cyberattacks, later describing relevant aspects of the design
and the implementation. Finally, this section presents the
results obtained and a discussion that compares these
results with those existing in the state of the art.

4.1 Scenario description

Among the taxonomy of eight neural cyberattacks existing
in the literature [8], this section presents two of them,
Neuronal Flooding (FLO) and Neuronal Jamming (JAM),
as representative examples of opposite behaviors. First,
FLO consists in overstimulating multiple neurons in a
particular time instant, where attackers trigger the activa-
tion of individual neurons controlled by the BCI at will,
causing an action potential that is then propagated to
adjacent neurons. This cyberattack does not require pre-
vious knowledge about the status of the target neurons,
having a lower complexity compared to other neural
cyberattacks from the literature. This cyberattack is influ-
enced by flooding cyberattacks from computer networks,
where an attacker intends to collapse a network by
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transmitting a high number of data packets, having typi-
cally specific systems within the network as targets [7].

In contrast, cyberattacks based on jamming can intro-
duce interference to the physical medium, disrupting
legitimate communication between devices. In a neuro-
logical context, the literature presents JAM as a neural
cyberattack able to inhibit the activity of a set of neurons
during a determined temporal window. In this context,
cyberattackers can completely suppress the activity of the
affected neurons, preventing the brain from having its
normal behavior. This attack also presents a low execution
complexity, only requiring configuring the duration of the
attack and the list of neurons to be inhibited [6].

To better understand the behavior of FLO and JAM
cyberattacks, Fig. 2 presents an example of the temporal
evolution of neural activity in a neuronal topology syn-
thetically created with three layers, having 200 neurons in
the first, 72 in the second, and four in the third. In partic-
ular, it represents a simplified simulation of 215 ms to
facilitate its visualization, presenting the spontaneous
behavior and the dynamics of FLO and JAM when exe-
cuted at instant 10 ms. Focusing on FLO, Fig. 2 depicts
that this neural cyberattack can anticipate the occurrence of
spikes in the affected neurons (see instant 10 ms) com-
pared to spontaneous behavior. That way, after applying
FLO, those neurons affected by the attack repeatedly
anticipate their spikes, causing an unbalance in neural
activity periodicity. In contrast, the JAM cyberattack
applied between instants 10 and 60 ms causes a complete
inhibition of the targeted neurons, which resume their
behavior after the finalization of the attack. As in FLO,
JAM causes a variation in neural activity synchronization,
as the affected neurons resume their activity as soon as the
attack ends. It is relevant to note that this figure does not
intend to present a detailed study of the impact of neural
cyberattacks but to illustrate their mechanisms of action in
a simplified way.

To implement FLO and JAM neural cyberattacks, this
work used the neuronal topology published by Arkhipov

Spontaneous

Neuron index

|
|

ISEOEEN

FLO

o SR

et al. [9]. These authors modeled the behavior of a portion
of L4 of VI using input stimuli presented to the eye in a
simulated way. These inputs (static images, videos with
multiple images, and particular visual effects) arrive at the
Lateral Geniculate Nucleus (LGN), which sends informa-
tion to V1, making the simulation more realistic. In the
same direction, Fig. 3a represents the reconstruction per-
formed by Arkhipov et at. in a visual way, highlighting the
five biophysiological neuronal models employed, contain-
ing around 45,000 neurons from the L4 of the V1 region.

As shown in Fig. 3b, this representation offers two
different resolution levels. First, the biophysiological
approach characterizes neurons at the molecular level,
reconstructed from a V1 portion of 400 um. On the con-
trary, the Leaky Integrate-and-Fire (LIF) reconstruction,
obtained from an area of 845 um, simplifies neuronal
complexity while keeping neuronal characteristic behavior.
Based on them, Arkhipov et al. [9] offer two simulation
approaches. The first one can recreate the biophysiological
behavior of neurons in detail at the molecular level using
the NEURON simulator. In contrast, the second option
offers a point-neuron approach that is a computationally
lighter alternative, although sufficient for most purposes,
using NEST as simulation software. In both cases, the
creation of the network and the management of the simu-
lation at a high level is facilitated by the Brain Modeling
Toolkit (BMTK) simulator developed by Allen Institute
[44]. Finally, Table 3 highlights the number of cells per
neuronal population, and the number of morpho-electrical
models identified.

Despite the richness of this reconstruction, its simulation
is computationally expensive, even when using point-
neuron models. Based on that, Arkhipov et al. [31] also
offer a simplified neuronal topology for testing, having 450
LIF neurons, that model the change of neuronal membrane
voltage over time as differential equations, containing
excitatory and inhibitory cells. This reduced topology is
used in the present publication as a first approach for
implementing neural cyberattacks in realistic scenarios.

JAM
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Fig. 2 Visual representation of the behavior of two neural cyberat-
tacks: FLO and JAM. Green points represent neuronal spikes of
spontaneous behavior, blue points indicate stimulated neurons, black

points inhibited neurons, and orange points highlight spikes produced
due to the attack. The grey background indicates the attack duration
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(a) Neuronal models employed by the biophisio-
logical reconstruction.

(b) Location of the neurons used in the neural
reconstruction.

Fig. 3 Overview of the neuronal reconstruction provided by Arkhipov
et al. [9]

4.2 Experimental design

Figure 4 depicts the solution proposed, highlighting the use
of a neuronal topology from the primary visual cortex of
mice to test FLO and JAM neural cyberattacks. In partic-
ular, this work uses the BMKT simulator to orchestrate the
multiple simulations performed, including the parameters
used for each attack. Then, BMTK relies on NEST to
perform low-level simulations of the point-neuron topol-
ogy, exporting the resulting data (spike trains) to CSV.

@ Springer

Table 3 Description of the neuronal populations reconstructed by
Arkhipov et al. [9] indicating, for each neuronal population, the
number of neurons and their behavior

Reconstruction Population Behavior Cells
Biophisical Scenla Excitatory 3700
Biophisical Rorb Excitatory 3300
Biophisical Nr5al Excitatory 1500
Biophisical PV1 Inhibitory 800
Biophisical PV2 Inhibitory 700
LIF Excitatory LIF Excitatory 29,750
LIF Inhibitory LIF Inhibitory 5250
—[ Neuronal simulations }
FLO and JAM N
cyberattacks o0
- ' ‘ Data
?: Spike-trains | analysis
PRI export e
- - [3)
[ BmTK ]F’[ NEST |—»( Csv
Simulation | @) simuylation
configuration
; v
Visual cortex V1 j
‘L)
J\\
\ Rorb,
T?:J\ PV2| 3,300
fi 700

Fig. 4 Graphical representation of the solution proposed, indicating
the main steps to simulate neural cyberattacks and the analysis of the
results obtained

Finally, a data analysis process measures the impact caused
by cyberattacks in a quantitative way.

In terms of neural cyberattacks, this work evaluates
different experiments and configurations for each neural
cyberattack to measure their impact, supported by the
decisions done in existing literature [6, 7]. Focusing first on
FLO, this work performed two experiments. The first
experiment studied the impact caused by different voltages
when attacking a particular number of neurons, in this case,
the complete topology of 450 neurons. The second
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experiment evaluated the impact of attacking different
numbers of neurons simultaneously, using as fixed voltage
the threshold voltage of the membrane, which guarantees
that the attacked neurons will be activated, thus generating
a spike. In contrast, the experimentation for JAM only
studied the impact of simultaneously attacking different
numbers of neurons. This decision was motivated by
forcing each affected neuron to be in its particular resting
voltage (V_reset) while the attack was active, which
completely inhibited its neuronal activity, thus excluding
the possibility of testing different voltages.

Table 4 summarizes the parameters considered for each
implemented neural cyberattack. In particular, it is relevant
to note that FLO is executed in the instant 10 ms, while
JAM is active during 500 ms, from 1000 to 1500 ms.
Moreover, each combination of parameters per experiment
was executed ten times to provide variability in the results
by selecting random neurons in each execution and to
better understand the impact of these threats. This vari-
ability allows to validate the results obtained by studying
the stability of the attacks when changing the neurons
targeted in each execution. These parameters are inspired
by those already used in the literature [6, 7]. The simulation
duration has been set to three seconds as it is sufficient to
evaluate the impact and propagation of the attacks while
simplifying the experimentation complexity. Moreover, the
instants under attack and the number of executions have
been considered based on the experimentation and results
existing in the literature. The number of neurons under
attack is homogeneously distributed to analyze the differ-
ences of this parameter on neural activation, from a small
set of neurons to the maximum possible number. Finally,
the voltages selected for FLO are homogeneously dis-
tributed in the natural range of neuronal voltages, reaching
V_th, corresponding to the threshold voltage in which the
neuron fires. In contrast, JAM sets the voltage to the
minimum possible value to prevent neurons from having
spikes (V_reset). It is essential to note that these parame-
ters were selected following an incremental process in
which the complexity of the attacks and the parameters
used for each experiment were evaluated and tuned until
reaching the values presented above.

Table 4 Parameters used for each implemented neural cyberattack

4.3 Implementation of the solution

To implement the neural cyberattacks, it was necessary to
perform adaptations to the source code of BMTK and
NEST simulators. Focusing first on BMTK, Fig. 5 presents
the structure of the model, where grey boxes correspond to
directories and white boxes are files or scripts. In particu-
lar, the file Run_pointnet.py is highlighted in red as it
contains all necessary changes to the simulator to be
compatible with the execution of neural cyberattacks. The
first modification consists in parameterizing the attacks to
prevent recompiling the source code after each test. For
that, this script accesses three new external files that can be
read and modified by Run_pointnet.py. In particular, the
file Type_attack.txt indicates whether the attacker wants to
run a FLO or a JAM cyberattack. The files FLO_at-
tributes.txt and JAM _attributes.txt contain the attack
parameters for FLO and JAM, respectively. The configu-
ration file for FLO contains the time instant when the
simulator must execute the attack, as well as two lists, one
indicating the voltages that must be evaluated and another
with the number of neurons. In the case of JAM, the
configuration file indicates the start and end of the attack,
in addition to the list of numbers of neurons. All these
parameters are stored in Python dictionaries for their
access.

Using these dictionaries, BMTK can now test each
combination of parameters. It requires communicating the
configuration files to NEST, which is responsible for
building the network and performing the simulation. This
functionality has also been included in Run_pointnet.py in
a specific function. Once an execution ends, NEST exports
the results in CSV format. However, this file lacks essential
information for its subsequent processing. For that, it has
been adapted to create a more extensive CSV file, indi-
cating the attack performed, the instant or temporal period
of the attack, the voltage used to attack (only for FLO), the
number of neurons under attack, the number of execution
(from one to ten), and the spikes of all the neurons. This
last field is represented in two different columns. The first
one contains timestamps, representing a list of all simula-
tion instants in which the simulator registered spikes. The
second contains a list of neuron IDs indicating the spiked
neurons at each specific timestamp. After testing all

Attack Simulation Instant(s) under attack Number of executions Number of neurons under attack Voltage (mV) used to attack
duration

FLO 3s 10 ms 10 [50, 100, 200, 300, 400, 450] [5, 10, 20, 30, V_th]

JAM 35 1000-1500 ms 10 [50, 100, 200, 300, 400, 450] V_reset

@ Springer
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Point_450glifs «-------------------- Point_components

— Inputs Lgn_spikes.h5

LGN_nodes

Cell_models

Synaptic_models
—> Network

spikes.csv/
Build_network.py ’

Run_pointnet.py

Config.circuit.json

Config.simulation.json

- Read and modify external files.
~ - Create and configure the topology.
- Run the simulation using NEST.

External files

Type_attack.txt

FLO_attributes.txt

JAM_attributes.txt

Fig. 5 Representation of the folders (grey) and files (white) defining
the neuronal topology used, highlighting in red where the changes
have been performed

parameters, the results are integrated into a common CSV
file to ease the subsequent data analysis process.

Moving to the changes performed in NEST, Fig. 6 first
presents the tree of function calls, starting from the invo-
cation of NEST within BMTK until reaching the function
modified in NEST to run neural cyberattacks (Update()).
Specifically, white boxes represent the simulators used,
blue blocks indicate software functions, and orange fig-
ures are software classes.

The invocation of the Nest.Simulate(t) method from
BMTK triggers the execution of the Run(t) function in
NEST, which subsequently calls the Simulation_Manager
class. This class is key to implementing and executing
neural cyberattacks, providing functionalities to control

- \‘ y \
BMTK 1 Run_ —— Pointnet
_ pointnet.py | L l .

PointSimulator

Nest.Simulate(t) (import nest)

Prepare()
Simulation ( )
_’
Run(®) ~Managerrun(t) Update() ‘
Cleanup(t) |, ; '
v v
Node_Manager Node

Fig. 6 Tree of function invocations from BMTK and NEST to run
neural cyberattacks
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and manage the execution of simulations. The code of this
class is complex, containing many neuronal models and
relationships with other classes. In particular, this class
relies on the classes Node_Manager and Node to obtain all
the parameters of neurons of a specific type. Since most
low-level functionality is implemented in this class, this is
the desired place to include the functionality of neural
cyberattacks.

To correctly implement FLO and JAM, creating a
function capable of storing the parameters of the attacks
included in external files into global dictionaries in the
Simulation_Manager class was essential. After that, the
authors defined a method for each cyberattack. Focusing
first on FLO, the added function iterates over the nodes that
will be attacked, obtaining their membrane potential. The
implementation considers several possibilities. First, if the
number of neurons is lower than the total number of neu-
rons available, it will choose a random set from them. If
not, all neurons are attacked. Then, the voltage resulting
after the attack will be the sum of the current membrane
potential and the voltage used to attack. However, if the
result is greater or equal to the specific threshold of a
neuron, then the membrane potential is set to the threshold
value. The implementation of JAM follows the same
approach for the random selection of neurons. Once having
a set of neurons to attack, their voltages are set to the
resting voltage of the neuron (V_reset).

Once the attacking functions are implemented, they
must be included where the simulation status is updated.
This process is performed in different threads within the
Update() function, where the most relevant is the master
thread, which updates the current time of the simulation.
This location is selected for running the attacking methods.
In particular, the modifications performed first verify if the
time instant of the simulation is included within the
parameters of the current attack. If so, the simulation runs
the attacking function.

4.4 Results analysis

Regarding the results, Figs. 7 and 8 show, on the one hand,
the impact of applying the FLO neural cyberattack on the
realistic topology at 10 ms using different attack configu-
rations. As the resolution of the simulator is 0.1 ms, the
figure would have 30,000 timestamps on the X-axis. The
axis data have been aggregated into 30 intervals of 100 ms
to improve its visualization. Based on the results obtained
in Fig. 7 concerning the first experiment, all the voltages
except the threshold generate a similar number of spikes.
This situation is because, as mentioned above, the thresh-
old value forces neurons to generate activity, whereas, with
the rest, not all the targeted neurons will generate activity.
On the other hand, Fig. 8 shows the results of the second
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Fig. 7 Impact of FLO cyberattacks evaluating different voltages on
all neurons of the topology (experiment 1), executed at instant 10 ms
(interval 1)

experiment. It can be observed that the greater the number
of neurons attacked, the greater will be the number of
spikes. Furthermore, by conducting the cyberattack on all
neurons, the impact is significantly higher than in the other
configurations.

In both experiments, neurons suffer a variation in their
temporal evolution during the cyberattack. However, over
time, the activity converges to its spontaneous state. This
trend is explained by the inner behavior of realistic neu-
ronal networks, which tend to their “normal® state.
Specifically, this dynamic is explained by the tendency of
neurons in the brain to return to their resting state after
transmitting an action potential. Therefore, the figures of
these experiments (Fig. 7 and Fig. 8) depict that neurons
require about five intervals (500 ms) to get stabilized
towards the spontaneous behavior after applying the attack.

The impact caused by JAM cyberattacks is presented in
Fig. 9, representing attacks conducted for 500 ms (inter-
vals ten to 15), inhibiting all targeted neurons simultane-
ously. Thus, during this interval, all neurons attacked are
prevented from generating any activity. However, even if
the number of spikes gets reduced, the neural activity
presents a similar trend over time, where the intervals with
higher and lower spikes are maintained. This figure also
indicates that the greater the number of neurons affected,
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(b) Representation of the first ten intervals.
Fig. 8 Impact of FLO cyberattacks evaluating different numbers of

simultaneously attacked neurons fixing the voltage to the maximum
threshold (experiment 2), executed at instant 10 ms (interval 1)
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Fig. 9 Impact caused by different numbers of simultaneously attacked
neurons in JAM, executed during the temporal window between 1000
and 1500 ms (intervals 10 to 15)

the greater the impact on the number of spikes. When the
action of the attack stops, since all neurons are at their
lower limit within their natural voltage range, all neurons
get momentarily synchronized to generate an elevated
spikes peak, as seen in interval 16. As a result, from the end
of the attack until past 600 ms (intervals 15 to 21), the
activity significantly differs from the spontaneous state,
getting stabilized after that instant, although with small
variations maintained until the end of the simulation.

As can be seen, both cyberattacks can affect neuronal
activity in a realistic environment. Regarding FLO, this

@ Springer
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attack does not generate large variations. Focusing on
JAM, there is a considerable decrease during the attack.
However, in both cases, the neuronal activity gets syn-
chronized, stabilizing after around 500 ms or 600 ms,
respectively.

4.5 Discussion

This section compares the results from the literature with
those obtained in this publication. However, it is essential
first to conduct a comparison between scenarios. In the case
of the works documented in Sect. 3, the topology used
contained 276 neurons based on a model trained from a
CNN to solve the problem of a mouse that must exit a
certain maze. Thus, there were large dependencies between
neurons that influenced the results. In contrast, the topol-
ogy used in this paper represents a simplified, realistic
recreation of the primary visual cortex composed of 450
neurons. This way, the results obtained present a higher
realism when considering the activation and inhibition of
neurons induced by neural cyberattacks. Moreover, the
inputs in each case are different. In the related work, the
neuronal model employed received the current status of the
maze, thus introducing restrictions on realism. However,
the topology from Arkhipov et al. [9] can use realistic
visual stimuli, although the present publication has sim-
plified these inputs due to the computational overload they
introduce. Particularly, the implemented models have as
input realistic static values represented as LGN spikes
provided by the BMTK simulator. Furthermore, the simu-
lators in both scenarios are different, where the first use
Brian2, and the second employs NEST.

Regarding the comparison of results, only the number of
spikes will be considered since it is the only metric con-
sidered in the study of the realistic topology. In the first
experiment of FLO, the differences between voltages are
minimal in both scenarios. Besides, in both the experi-
mental and realistic scenarios, FLO produces a greater
impact on the number of spikes when a higher voltage is
used. However, in the literature, the number of spikes
decreases, while in the current publication, it increases
depending on the magnitude of the voltage used.

In the second experiment of FLO, specifically in the
state of the art, attacking more neurons resulted in a greater
decrease in neuronal activity. In contrast, in the realistic
scenario, an increase in the number of affected neurons
implies an increase in the activity of these neurons.
Additionally, this work analyzed the ability of neurons to
converge toward spontaneous behavior. While this publi-
cation observed a notable impact during 500 ms since the
neural activity gets synchronized with the spontaneous
activity after this period, the literature shows a propagation
of the impact over time. According to neuroscience
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literature, the brain can stabilize neuronal activity when it
identifies an abnormal activity, using compensatory
mechanisms such as inhibiting neurons or using brain
plasticity. Based on that, the results shown in Sect. 4.4 are
coherent and aligned with the current evidence on neuro-
science [45].

The experimentation of JAM concluded that there is a
greater impact when increasing the number of neurons
affected in both scenarios. Besides, both scenarios pre-
sented a reduction in the number of spikes. However, the
literature did not study the propagation of JAM cyberat-
tacks over time. In contrast, in the realistic scenario, the
neuronal activity stabilizes about 600 ms after the attack.
Finally, Table 5 summarizes the comparison between the
literature and this publication, highlighting the differences
in key aspects of the experimental scenario and the results
obtained.

It is essential to note that although this paper introduces
a next step in realism compared to the existing literature, it
still focuses on analyzing the impact of neural cyberattacks
on neural activity in a quantitative way. This work quan-
tifies the variability in neural activity caused by these
threats without attending to the real-world impact they
could cause on neural functions, such as vision. Thus, these
limitations highlight the need for further research using
large and complex topologies, considering their relation-
ship with the external medium, such as visual stimuli.

5 Conclusion

This work presents the implementation of two neural
cyberattacks, FLO and JAM, using a realistic neuronal
topology of the primary visual cortex, quantifying the
impact these attacks could have on vision. Focusing on the
results for FLO, the first experiment analyzed the effect of
different voltages in a specific set of neurons, attacking all

Table 5 Comparison between the literature and this publication

Category Literature This work

Number of neurons 276 450
Extracted from a CNN
Status of the maze

Realistic from V1
Inputs from LGN

Neuronal model
Model input

Simulator
FLO—voltage
FLO—neurons
FLO—propagation
JAM—neurons
JAM—propagation

Brian2

T voltage, T impact
1 neurons, | spikes
Yes, incremental

T neurons, T impact
N/A

BMTK, NEST

T voltage, T impact
1 neurons, T spikes
Yes, 500 ms

T neurons, T impact
Yes, 600 ms
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neurons. The results indicate that the threshold voltage is
the most appropriate value to induce spikes in the targeted
neurons. The second experiment studied the impact of
attacking different neurons simultaneously, using a single
voltage, particularly the threshold value. This experiment
demonstrates that the greater the number of neurons
attacked, the greater the number of spikes.

This work also studied for JAM the impact of attacking
different numbers of neurons during a temporal window, in
contrast to FLO, which is conducted at a certain time
instant. This experiment demonstrates that the higher the
number of neurons attacked, the lower the number of
spikes. The results also highlight that, for both threads, the
activity tends to revert to spontaneous behavior after the
attack, aligned with neuroscience evidence. These results
provide new approaches within the BCI cybersecurity field
and could improve treatments for neurodegenerative dis-
eases, specifically in the vision field.

Future work could implement the remaining neural
cyberattacks to measure their impact, using the impact
metric already defined in the literature and new ones to
quantify how these attacks can affect spontaneous neuronal
activity. Also, after its validation in the topology of 450
neurons, the cyberattacks and their configurations could be
applied to a larger point-neuron topology, providing more
realistic results in terms of the size of the neuronal sample.
A natural evolution from that would be to evaluate this
taxonomy of cyberattacks on a biophysically detailed sim-
ulation. Finally, future research could study the qualitative
effect that these attacks could have on vision, based on the
type of visual stimulus presented. Analyzing these stimuli is
essential because if an attacker can capture neuronal activity
when a person is in total darkness, it could recreate this
situation in other contexts, causing temporal blindness to the
person for the duration of the attack.
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